Sadikhov Certification Digital Signature
Verification

1. Open the certification pdf file with a related pdf opener such as adobe acrobat
reader 9.0

2. You can find a digital signature at the bottom of the certification with the
Sadikhov forum logo on left, which is digitally signed by FS (The
Sadikhov.com Admin), organization unit =Sadikhov.com , email address:
admin @sadikhov.com, country: AU and accompanied by the issued date and
time of the certification.

Digitally signed by F5

Dt mv=F 5, o=Sadilhov.com,
oeu=Sadikhow.com,
email=admirsksadikhios com,

c=Al
Diates 207100618 135705
=10

3. Now by clicking on this digital signature you can verify whether it is a legal
one or not, after clicking on the digital signature you will have the following
window: You can see two information regarding this,

The first one is: The document has not been modified since the signature was

applied

The second one is: The signer's identity is unknown because it has not been

included in your list of trusted identities and none of its parent certificates are

trusted identities

Signature Validation Status

@] Signature validity is UNKMOWH,
11~ The Document: has not been modified since this signature was applied.
= The signer's identity is unknown becauss it has ot been included in your list of trusted
idenitities and none of its parent certificates are trusted identitiss,

| Legalnotice... | [ Signature Properties... | [ close |

4. To validate the signature click on the Legal Notice or Signature Properties,
one the Signer tab ,press the show certificate button

Signature Properties X
%.'J Signature validicy is UNKNOWN,

Summary | Document | Sioner | Date/Time | Legal

23 The signer's identity is unknown because it has nok been included in your lisk of trusted identities
and nione of it parent certificates are trusted idertities,

Signed by: [F5 <admin@sadihov com> Show Certificate. .

@ dlick Show Certificabe for more information about the signer's certificate and its validity details, or
e changs the trust settings For the certificats or an issuer certficate,

Walidity Details
3 The siger's certficate is a sef-signed certificate that is ot trusted.
%5 Path validation checks were successful

[ Revocation checking was not performed.

Signer's Contact Information: ot avallable

1, When you directly trust a signer's certficate that is not issued by a oot certificate authority that
you trust, you should contact the signer to verify the certificate, Once you are confident that the
signer is wha hefshe reports to be, then verify that the certficate is from the signer. For example,
you can confirm the certificate’s MDS digest with the signer, (Use the Certificate Yiewer to view
the MDS digest, and ta import and directly trust the certificate.)

T




5. After clicking the "Show Certificate" button you will have a window about the
certificate properties , so you can find verify the SHA1 Digest as an important part
of the verification process from the "Details" tab by clicking on the SHA1 digest
and compare it with the legal SHA1 digest at below:

SHAT1 Digest: 47 56 50 F9 OE 97 16 FA A4 73 84 B9 79 CB B7 A0 DF FA 24 5A

Certificate Viewer g

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

F5 <admin@sadikhov.com= | Summary | Details | Revocation | Trust | Policies | Legal Motice

Certificate data:

Mame Walug |
MDS digest BDSE 103993 A4 98627769 7., [

SHa1 digest 4756 50F3 0E 97 16 FA A4 738... |
%509 data 30820275308201DEA0030... | |
1.2.840.1135...  <see details>
Key usage Sign transaction, Encrypt document.
SHAL digest o...  <see details >

B Public key RS54 (1024 bits) el

47 56 50 F9 0E 97 16 FA A4 73 54 B9 79 CB E7 ADDF FA 24 5A

1l >
@ This is a self-signed certificate. The selected certificate path is valid.

The path walidation checks were done at 2010/06/18 08:27:05 +04'30'

5. After verifying the SHAI1 Digest of the certificate with the SHA1 Digest
provided above, if they don't match, you have got an illegal certification. If
they match, then the certification is surely issued by the legal sadikhov.com
and you can trust it, so go to the trust tab and press the "add to trusted

identities" and confirm it by "OK".

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

FS <admin@sadikhaw .com> | summary | Details | Revocation | Trust | Policies | Legal Notice

This certificate is nok brusted,

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

Execute high privilegs JavaScripts that are embedded
in a certified dacument

X X X %X %

Perform privileged system operations (networking,
printing, fils access, ste.)

Add to Trusted Identities. ..

[ =]
év This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were done at 2010{06/18 08:27:05 +04'30'




6. After pressing the OK, you will have the following dialog box, try to set as
you see in this guide and confirm all by OK.

Import Contact Settings

X

Certificate Details

Subject:  FS <admin@sadikhov,com:
Issuer: F3 <admin@sadikhov.coms>
Usage:  Sign transaction, Encrypt document
Expiration: 6/17/2015 12:53:50 AM

Trust i

A certificate used to sign a document must be a trusted root or be issued by a trusted root in
order for signature validation to succeed, Revocation checking is nat perfarmed on or above a
trusted root,

Use this certificate as a trusted root

IF signature walidation succeeds, trust this certificate for:

Certified documents
Dynamic conitent
Embedded high privilege Javascript

Privileged system operations (netwaorking, printing, file access, etc.)

7. Now whenever you click on the digital signature shown in the step 1, you will
have all options validated as below:

Signature Validation Status

Signature is WALID, signed by F5 <admin@sadikhoy.com =,
- The Document has not been modified since this signature was applied.
- The signer's identity is valid.

lLagaI Matice. .. j [ Signature Properties. ., ] [ Close I

8. After all you can manage the "Trusted identities" and check or delete the
trusted identities if you need to make some changes to this part, this part is not
necessary, it is provided just for your information.

File  Edit ViewTooIs Window Help
EX s '

Ll} Security 3

Signed &0 Security Settings. .
Please pri

Manage Trusted Identities. ..

accessibility Quick Check Shift+CErl+6

Accessibility Setup Assistant...

Display: | Contacts !v|
[ Add Contacts.., J
[ Request Contact.., J
[ Details... J
l Export... J
[ Delete: J
[ Mews Group,.. J




